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Abstract—Terrorism is a key risk for prospective visitors of
tourist destinations. This work reports on the analysis of past ter-
rorist attack data, focusing on tourist-related attacks and attack
types in Mediterranean EU area and the development of algo-
rithms to predict terrorist attack risk levels. Data on attacks in 10
countries have been analyzed to quantify the threat level of tour-
ism-related terrorism based on the data from 2000 to 2017 and
formulate predictions for subsequent periods. Results show that
predictions on potential target types can be derived with adequate
accuracy. Such results are useful for initiating, shifting and vali-
dating active terrorism surveillance based on predicted attack and
target types per country from real past data.
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I. INTRODUCTION

“World’s safest countries for [year]”, is a commonly seen
article title announcing global country safety indices, every year,
from reputable sources. These are organisations devoted to
global peace, such as The Organisation for Economic Co-oper-
ation and Development (OECD) that publishes the Better Life
Index [1], and the Institute for Economics and Peace [2] that
publishes the Global Terrorism Index (GTI) [3]; both publica-
tions rank countries for safety.

The country safety indices take into account several geopo-
litical factors as well as expert opinions based on very recent
political events or even terrorist attacks on areas or nearby loca-
tions. Terrorism is one of the most impactful factors that affect
the citizen perception of safety. According to Pain [4], inciting
widespread fear among the global population is a key objective
behind terrorism attacks. According to the Institute for Econom-
ics and Peace, global terrorism peaked in 2014, with an unprec-
edented increase of 80% between 2013 to 2014. While terrorist
attacks had then receded to the levels of 2013, the attacks are
still very widespread between countries. This is reflected by
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incidents of terrorism happening in relatively low risk countries,
maintaining terrorism as a key public fear factor for many coun-
tries.

Country safety indices utilize the global information on sev-
eral aspects, including terrorism, to rank countries, however,
that ranking alone, by design, is only an indication, which cannot
be directly used in decision making processes by citizens, busi-
nesses and Local Enforcement Agencies (LEAs). Especially for
LEAs, since the existing information is based on general param-
eters, such aggregated ranking scores are not as useful for coun-
ter-terrorism preparation. The usefulness lies in several activi-
ties that LEAs engage, one of those being the prediction of pos-
sible types of targets. That is also the case for groups of citizens.
For example, for tourism, the groups of citizens that are con-
cerned are the travelers and tourists, as well as businesses, such
as tour operators, hotel managers and others. Risk perceptions
and risk estimates clearly differ among these groups, hence an
aggregated and uniform risk assessment is inherently of limited
utility.

From the above, it is evident that deeper and more detailed
analysis of terrorism data may lead to informative results on spe-
cific queries, like “how safe and from what type of terrorist at-
tack is country X for us to visit?” and “how safe is country Y at
the dates of my planned trip?”.

This work analyses the Global Terrorism Database (GTD)
and country statistics to:

1. develop a method to visualise aspects of terrorism at-
tacks for citizens, businesses and LEAs to qualita-
tively understand how attacks are perceived, their im-
pact to society and business, and their usefulness to
LEA preparedness,

2. measure predicted safety risk per country, factoring in
time series data of past terrorist events, and a multitude
of factors that relate to them, in order to produce accu-
rate assessments of threat and safety from the impact
of terrorism and

3. validate the prediction for level of terrorist threat rank-
ing based on the specific query on tourism, utilising
time, attack type and country information data analy-
sis, as opposed to general terrorism risk level de-
scriptors.
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The results show that safety ranking can be predicted from
past years’ data, enabling accurate country ranking based on
queried aspects of impact. The deeper analysis of the data also
reveals specifics that counter terrorism organisation can utilise
through visualisation methods for better understanding targets
per country based on time, fatality, types of targets and other
factors that provide insight and aid preparedness.

The rest of the paper is structured as follows: section II over-
views related work, while section III describes the dataset that
was used. Section IV discusses the data analysis findings and
section V presents the prediction algorithms. Section VI dis-
cusses the experimental results and finally, section VII con-
cludes the paper and outlines future work.

II. RELATED WORK

Terrorism inspires fear which spans across citizens and visi-
tors alike. Recent works studied the importance of safety on the
attractiveness of tourist destinations, finding that safety is an im-
portant, marketable factor for tourist destinations [5]. That risk
is calculated by potential visitors as a quality factor, which is as
important as the natural beauty of the destination [6]. Tourism is
a major source of income for tourist destination countries and
terrorists know that targeting tourist destinations may force their
respective governments to be involved in the international poli-
tics [7, 8, 9].

Targeting tourist destinations affects people that are directly
involved in the tourist sector and businesses within the tourist
industry, as well as a large portion of the economy partners that
support that industry indirectly, such as food suppliers; in total,
it affects countries’ economies heavily [10, 11]. Moreover, it has
been observed that terrorist attacks in one tourist destination
have an effect on tourism for other tourist destinations, based on
correlations of places, geography, politics and other factors [12].

Studies have found that there is different level of impact of
terrorism attacks between places with high and low tourist ac-
tivity. High tourist activity places are affected heavily in the
short term but may recover over time based on factors such as
media coverage (reports on life returning to normal, advertise-
ments, tourist resilience to terrorism [13, 14]), while low activity
places are greatly affected in the long term, resulting in the tour-
ist operations going out of business [15, 16]. The effects of ter-
rorist attacks on an area result in tourism decline and may take a
period of six months to a year for the local tourism industry to
recover [17], based on how the perception of safety by potential
visitors is restored [18].

Tourists, as opposed to local population, develop expecta-
tions and make decisions on whether to visit a destination based
on past experiences and general perception of what they expect
to experience [19]. Due to that fact, tourists are easy targets to
be affected by terrorism [20]. Another business that is also in-
volved in tourism and terrorism is the media, which reports on
the impact internationally [21].

The placement of this work lies between the deeper under-
standing of terrorism based on terrorism data and the support of
the broad analytics that can be applied on big data. The latter
synthesizes methods of forensics analytics, visualisations, com-
munication and social network data. Counter-terrorism relies on

information availability and accurate predictive analytics to ef-
fectively monitor financial, communication and social data
streams for traces of potential terrorism-related activities. The
results of this work support those methods by showcasing and
validating how past terrorism data can be utilised to aid the fil-
tering or focus of the data streams under surveillance, may those
be gathered through social networks [22-26] or other data
sources, such as the IoT [27].

III. DATASET

Several datasets were considered for this work, including the
GTD, introduced and maintained by the University of Maryland
[28, 29], and the Terrorist and Insurgent Organizations’ Service
Provision (TIOS) v2.0 [30] that were among the largest and rich-
est. The datasets have been evaluated for the purpose of this
work based on criteria derived from the scope for this explora-
tory work.

The scope of the exploratory data analysis was to understand
how terrorism attacks spun within the peak tourism period in
Europe, in the location around the Mediterranean, over a speci-
fied period of time. The GTD was selected for this work based
on the availability of information from 1970 to 2017 and the in-
clusion of data from several sources. The GTD dataset has been
used in several studies since its introduction. It has been used to
measure the effect of terrorism on investor sentiment and the
stock market [31, 32], on country growth [33], and policy mak-
ing [34, 35].

The GTD dataset was explored in its totality for consistency
and missing information that would render it or parts of it un-
suitable to use as is. More specifically, the raw and processed
data entries were examined in pairs and checked for normalisa-
tion and descriptiveness. Although the full dataset was explored
to understand the links between the types of information con-
tained, we were mostly interested in the tourist-related data. We
selected the Mediterranean region, which is a very popular des-
tination area for tourists, especially during the summer. We also
examined the farget type and attack type data.

For the overall dataset, the main attack type and main target
type are not independent, as confirmed by a chi-square test giv-
ing y*(168)=64,531, p<0.001. The most frequent attack type is
bombing/explosion. It was positively correlated (Pearson corre-
lation) to target types: airports, r(181689)=0.017, p<0.001; busi-
ness, 7(181689)=0.069, p<0.001; educational institute,
r(181689)=0.010, p<0.001; transportation, r(181689)=0.060,
p<0.001; food/water supply, r(181689)=0.015, p<0.001; tele-
com, 7(181689)=0.017, p<0.001, while other target types had ei-
ther negative or no correlation. On the other hand, the second
most frequent attack type, armed assault, mainly targeted LEAs
such as police, r(181689)=0.119, p<0.001, and military,
r(181689)=0.163, p<0.001.

According to the above findings, it was deduced that the da-
taset contained consistent data of adequate quantity and density.
Therefore, it was deemed suitable for our task at hand.

The validation scenario selected for this work is the follow-
ing: out of the total of the selected terrorism dataset entries, we
extracted the data for the Mediterranean region EU countries of
France, Spain, Italy, Greece, Serbia, Croatia, Cyprus, Malta,
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Fig. 1. The selection process for the tourism-related data subset.

Slovenia, as well as Turkey. From those we filtered the “tourist-
related” attacks based on the target type values contained in the
set {Business, Airports & Aircraft, Maritime, Private citizens &
Property, Tourists, Transportation (other than Aviation)}. Then,
we selected the events that occurred from June-September
(Summer high season), for the years 2000-2017 for which the
GTD started to include dense and continuous monitoring for the
European region events. Then, we selected the four most fre-
quent attack types (the four of them accounting for the 92.7% of
the total number of attacks), resulting in the types of bomb-
ing/explosion (56.1%), armed assault (24.3%), hostage taking
(kidnapping) (5.6%) and facility/infrastructure attack (13.1%)
from the attack type category (Fig. 1).

IV. DATA ANALYSIS

In this section, we report on the country data that was ana-
lysed and the findings on the tourist-related attacks and the dis-
tribution of the attack types.

A. France

As depicted in Fig. 2, over the span of the 18 years (2000-
2017), a very high proportion of the attacks in France were tour-
ist-related.

— all attacks

2 tourist-related attacks

o

Number of attacks
S

2000 2002 2004 2006 2008 2010 2012 2014 2016 2018
Year

Fig. 2. Tourist-related vs. total number of attacks for France, 2000-2017.

Compared to its size and number of tourist destinations,
France had a very low number of attacks, much lower than Tur-
key, Spain and Greece. As in the case of Turkey and Italy, the
attacks increased significantly in the recent years, after an all-
time low in 2010 (Fig. 2).

B. Spain
As in the case of France and Italy, the tourist-related attacks
in Spain were also a large proportion of the total attacks.

However, contrary to France, the attacks have been significantly
reduced from 2000 onwards to about 1/10™ of their number over
18 years ago (Fig. 3).

Spain has the second highest number of tourist-related at-
tacks from the countries examined. However, it has one of the
lowest numbers of attacks, for its size and number of visitors, in
the recent years.

50 — all attacks
tourist-related attacks

40
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Number of attacks
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Fig. 3. Tourist-related vs. total number of attacks for Spain, 2000-2017.

C. Greece

The ratio of the tourist-related attacks over the total attacks
is quite low, with less than 40% of the attacks been tourist-re-
lated.
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Fig. 4. Tourist-related vs total number of attacks for Greece, 2000-2017.

Greece, a country that battled domestic terrorism in the late
2000s, has seen the terrorist attacks peaking in 2009, after a pe-
riod of nearly zero attacks around 2004. After the peak, the at-
tacks have been reduced to very moderate numbers taking into
account the number of tourist destinations and visitors (Fig. 4).

D. Italy

Traditionally, Italy has had very low numbers of total at-
tacks, most of them tourist-related. Visually, Italy has an oppo-
site distribution to Greece, with very low number of attacks in
the late 2000s (Fig. 5).

Italy has a very low number of attacks, taking into account
the size and visitors, much lower than Turkey, Greece and Spain
and France.
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Fig. 5. Tourist-related vs total number of attacks for Italy, 2000-2017.

E. Turkey

Turkey had suffered the highest number of attacks between
the countries of the Mediterranean examined.
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Fig. 6. Tourist-related vs. total number of attacks for Turkey, 2000-2017.

Total numbers show that it had more than five times the
number of attacks of second-place Spain. Only a quarter of the
attacks were tourist-related. The pattern is similar to France,
with the attacks peaking in the recent years (Fig. 6).

F. Other Countries

The rest of the countries examined, Albania, Croatia, Serbia-
Montenegro, Cyprus, Malta and Slovenia had a very low num-
ber (<6) tourist-related attacks in the 18-year span.
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Fig. 7. Total attacks for the remaining examined countries, 2000-2017.
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Fig. 8. Tourism-related attacks for the remaining examined countries, 2000-
2017.

Fig. 7 shows the total number of attacks for the six, low ter-
rorist activity countries in the Mediterranean EU region. To
compare, Fig. 8 shows the tourist-related terrorist attacks for the
same group of countries.

In our case these figures did not provide any new insight into
the tourism-related attacks for the examined countries. In gen-
eral, however, such analysis would reveal situations where low
activity locations might stand out for specific periods of time.

G. Terrorist attack type

We used a topic modelling type of analysis similar to the
works done in other domains [36] to spatially visualise the four
major types of attacks that are related to tourism and their distri-
bution per country.

Fig. 9 depicts how each of the five major countries (in red)
relates to the attack types (in blue). The size for both the attack
types and the countries is relevant to the number of attacks for
each category. From Fig. 9, it can be seen that all countries ex-
cept Greece have suffered mostly from bombing terrorist-related
attacks. Greece had suffered attacks to facilities/infrastructures
but also had its share of bombings, too. Turkey, on the other side,
had suffered mostly bombings but also a significant portion of
the attacks were armed assaults. One can see the difference of
the number of tourist-related attacks per country in the graph.
For LEAs, this is especially important to know and prepare ac-
cordingly to protect their respective countries’ tourism.

V. PREDICTION ALGORITHMS

After analyzing the relations between target type and attack
type of terrorist data for the countries in our case, this section
focuses on the prediction regarding the increase/decrease of
projected year attacks for the same countries, based on the data
from the years before. The motivation was to be able to predict
changes in the attacks, in order to enable better focus on sur-
veillance and alertness from authorities and citizens.

Recommender systems is a major research area for predic-
tion of values from earlier data. In the domain of product rec-
ommendation, past user rating for products are utilized to pre-
dict unknown rating values, and rating age can be exploited to
substantially enhance recommendation quality, tackling phe-
nomena like shift of interest [37, 38]. Similarly, terrorism-re-
lated measurements age can be exploited to substantially
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Fig. 9. Visualisation of tourism-related terrorist attack type per country.

enhance terrorist activity prediction accuracy, since, time series
data of attacks on countries are dependent on the time distance
from value of the target prediction time.

In the next subsections, we present algorithms for pruning
and aging measurements, respectively, based on their oldness,
under the rationale that aged measurements may not accurately
reflect the current state of users regarding their preferences.
These algorithms are adopted from the recommender systems
research field [39, 40] and have proven to improve rating pre-
diction quality. A combination algorithm is also examined,
which prunes the dataset and subsequently applies measure-
ment weighting.

A. The Aging Algorithm

The aging algorithm operates similarly to a prediction algo-
rithm [41, 42], except for the fact that when computing a predic-
tion, each measurement is assigned a weight, based on its age:
recent measurements are assigned higher weights, while older
measurements are assigned lower ones. This approach is based
on the rationale that older measurements may not accurately re-
flect the current state of subjects, thus their importance in the
final prediction is attenuated.

More specifically, in this paper, we have used the standard
normalization function [39, 43] of weighting old measurements,
i.e. computing the age-based weight w(m.,) for measuring mc,y
concerning country ¢ in year y.

In more detail, the weight of a measuring mec, using the
standard normalization function is:

y(mcyy) — min (x)

x€years(c)

w(m = .
(Mey) max (X) — min (x)
x€years(c) x€years(c)

where y(mc y) is the year of measuring mcy; min (x) and
" x€years(c)

max (x) denote the minimum and the maximum year in the da-
x€years(c)

tabase, respectively, among measurements entered for country
c. The exploration of alternative aging methods, such as the sig-

moid function [44], will be a part of our future work.

Afterwards, the prediction of a future measuring m,y is com-
puted as:

_ Zy’EY(W(mc,yr) * mc,y)
i Zy’elf W(mc,yr)

where Y is the set of all years that a measuring for country ¢
exist in the database.

Furthermore, if the importance of the more recent measure-
ments in the final prediction should be further amplified, the fac-
tor of wé(mc,,) (e>1) can be used, in the last formula, instead
of the w(m,,); in our experiments, reported in section VI, we
explored different values for the parameter e.

B. The Pruning Algorithm

The pruning algorithm operates similarly to a standard pre-
diction algorithm [40], however it applies a preprocessing step
to the dataset: this step retains only the N more recent measure-
ments per subject (country), dropping all older ones. Then, the
prediction equals to the average of these N measurements (with-
out using any weights); in our experiments, reported in section
VI, we explored different values for the parameter V.

C. The combined algorithm

The combined algorithm synthesizes the aging and the prun-
ing algorithm into a single bundle. More specifically, the com-
bined algorithm initially performs the preprocessing step of the
pruning algorithm to the dataset, retaining only the N more re-
cent measurements per subject (country). In the prediction
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formulation phase, it computes and utilizes a weight per meas-
urement, based on the measurement’s age, as described in sub-
section 4 of section V.

VI. EXPERIMENTAL RESULTS

In this section, we report on our experiments through which
we compared: (i) the aging algorithm presented in section 5.A,
(i1) the pruning algorithm presented in section 5.B, (iii) a plain
prediction algorithm whose prediction value equals to the aver-
age of all past values and (iv) a plain prediction algorithm whose
prediction value equals to the closest, as far as time is concerned,
value. This value, for counter terrorism preparedness organiza-
tions such as LEAs, is interpreted as a way to ensure that the
current year expected number of attacks remains the same as last
year’s, thus the surveillance and alert level remain unchanged.

For this comparison, we used the mean absolute percentage
error (MAPE) metric, which is defined as

MAPE — 100% ZlA P |
B 14; |

where 4; is the actual value of item i, P; is the predicted one and
N the number of the measurements. To compute the MAPE, we
employed the standard “hide one” technique [44, 45]: for each
country in the database we hid its last measuring and then pre-
dicted its value based on the values of other non-hidden meas-
urements. The MAPE was therefore computed by considering
all countries in the database. The reason that only the last meas-
urement was hidden and predicted pertains to the fact that the
value of each prediction should be computed using only meas-
urements that existed in the database at the time the measure-
ment to be predicted was submitted. Furthermore, the work in
this paper aims towards data-driven assessment of projected
alert level and raising or lowering the surveillance level per
country.

The main reason for opting for the MAPE metric, instead of
the mean average error (MAE) metric, which is the most com-
mon one, is that the number of attacks varies between the

120% —

100%

80%

MAPE

60%

- I
O%H. - I

last N=10

countries data in our experiment; e.g. Spain has a number of 5
attacks in 2015-2017, while at the same period Turkey has more
than 500, hence the use of the MAE metric would lead to unre-
liable results.

The dataset used in our experiments [29] consists of attack
data, such as date, country, region and city that the attack took
place, weapon type, target type, casualties, etc. Since this work
focuses on tourism-related attacks during the summer period in
the Mediterranean-European countries, the dataset’s records
taken into account fulfill the time (June—September) and space
criteria, where the target type values are contained in the tourist-
related set, as described in Section III.

In order to produce more reliable results, we split the exper-
iment into two parts. In the first part, we aim at tuning the pa-
rameters of the two algorithms presented in section V, as well as
their combinations (pruning and aging at the same time) settings.
Then, the setting of each algorithm, achieving the minimum
MAPE value in the first experiment, is “qualified” to the second
experiment.

Specifically, in the first experiment, for each country, we
dropped its last measurement (2017) from the database and tried
to predict the (current-) last measurement (2016) based on the
previous ones (2000-2015), while in the second experiment we
tried to predict the dataset’s last (2017) measurement, for each
country, based on all its previous ones (2000-2016), however
only for the setting proved to be optimal in the first experiment,
for each algorithm, as well as their optimal combination.

A. Algorithm tuning

As described above, in the first experiment we tested differ-
ent e and N parameter values (recall from the previous section
that the e parameter is the one used in the exponent of the aging
algorithm, while the N parameter is the one used in the pruning
algorithm, determining how many measurements we must take
into account), as well as their combinations. In total, more than
30 value combinations were examined, however, we report only
on the most indicative ones, for conciseness purposes. Fig. 10
illustrates the MAPE observed in these cases.

all & e=1 all & e=2 all & e=3 N=3 & e=1

Fig. 10. Prediction MAPE under different e and N parameter values combinations, when trying to predict the 2016 attack incidents.
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We can clearly see that the settings achieved the optimal re-
sults, for each algorithm, are the:

e N=3 (taking into account the 3 more recent measure-
ments), for the pruning algorithm,

e ¢=3 (exponent factor set to 3) for the aging algorithm
and

e N=3 and e=l, for the combination algorithm.
B. Performance evaluation

In the second experiment we tested the three settings quali-
fied from the first experiment, along with the two plain predic-
tion algorithms (average of past measurements and last meas-
urement). Fig. 11 illustrates the MAPE observed in these five
cases.

We can observe that the setting in which the last three meas-
urements in the database are taken into account, per country,
however without using any aging weights, is the one delivering
the lowest prediction error (a deviation of 9.2 attacks, in absolute
numbers). Specifically, this setting achieves a reduction of
32.8% (44.7% versus 66.5%) when compared to the one that
takes into account the last (year’s) measurement of each country
(the deviation, in absolute numbers, is 12 attacks, in this case);
hence the proposed algorithms achieve to improve prediction ac-
curacy, facilitating the use of these predictions information or
input for preparedness activities and possible alert status eleva-
tion from the authorities.

VII. CONCLUSION AND FUTURE WORK

In this paper, we have used past terrorist database infor-
mation to analyse and visualise relations about tourism-related
terrorist attacks. The past tourism-related attacks, when analysed
and explored through the prism of target types and attack types
can be a means to understand and predict near-future activity.
This activity can be broken down to potential attack types and
target types as well as visualise past trends to reveal potential
targets and vulnerabilities. Moreover, such results can help vis-
itors and citizens get an up-to-date, real view of risk, as well as
help businesses and authorities plan on rebuilding safety and the
perception of the people through resilience [46, 47].

70% —
65%
60%

55%
50%
40%

last

MAPE

Through informed, data-driven analysis, local and federal
governments may prepare against targeted terrorist attacks that
disrupt the operations, destabilise the countries and hinder the
economy [48]. The influence of terrorism in the decisions of po-
tential visitors, domestic or international is undeniable [49]. Au-
thorities may use information and targeted terrorism predictions
to shield against and ultimately prevent terrorism in tourist des-
tinations [50]. The News may also use such information, to in-
form tourists, citizens and businesses on the real risks [51].

From the experimental results of this work, it was found that
the optimal time window of attacks at a country, to be used in
the prediction algorithm, is the last three years (N=3). Hence,
this means that the observers of terrorist attack data, should op-
timally be taking the three-year time window into account when
estimating the surveillance and alert preparation levels. This
means that lower (or higher) numbers of recorded attacks in the
year before the prediction is not by itself a reliable indicator for
safety and risk levels.

Future work will focus on real-time predictions based on
features from location, geographical and transport data, as well
as social media streams. Social media can be mined and used to
analyse sentiment of visitors, safety perception of actual tour-
ists that have visited a location, as well as the perception of pro-
spective visitors.
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